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Client Background

Our client is a global leader in artificial 
intelligence-enabled solutions.

 

Business Challenge

Our client has deep experience in cloud 
environments, including the develop- 
ment and deployment of production 

-ready solutions with banks and technology 
partners. 

Our client’s AI solution seamlessly analyzes 
text and audio communications, and con- 
ducts risk mitigation. It’s available as a 
managed hosting solution on Google Cloud 
Platform (GCP) and Amazon Web Services 
(AWS). Developed with our client’s banking 
partners, it brings the firm’s proven text 
and audio communications analytics to the 
world’s leading secure cloud infrastructures.

Our client consulted SoftServe to provide a 
solution based on best industry practices 
and end-to-end security controls. SoftServe 
completed the first client onboarding in 
the GCP environment for the AI solution—
including setting up the environment, ser- 
vices procedures and policies, along with 
team setup and trainings for further im- 
provement and operation stages. 
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Project Description

After an intensive discovery session of  
the existing solution and security re- 
quirements, SoftServe developed a pro- 

duction-ready environment for onboarding, 
preparing all documentation, toolset, and run- 
books for the support team.

Key deliverables for this project included: 

• A secure (IDS/IPS/hardened) 
GCP platform 

• GCP solution architecture 
documentation 

• Deployment and configuration 
of infrastructure in GCP 

• Setup of all required applications, 
services, and data pipelines in GCP 

• An environment ready for accep-
tance testing for the first client 
(including controls to satisfy MSR) 

• An exit plan (the process of transferring 
cloud subscription, other third-party 
licenses, ownership and infrastructure 
related artifacts from SoftServe)  

Value Delivered

S oftServe provisioned an enterprise- 
ready GCP environment with high avail- 
ability, disaster recovery capabilities, 

GDPR compliance, and other powerful fea- 
tures as standard. Other key benefits of the 
managed hosted version include:

Innovation backed by experience: The reas-
surance of a managed hosted solution on GCP 
designed with detailed input from the indus-
try and informed by extensive experience of 
large and complex deployments in different 
regulatory landscapes.

Security: Collaboration with bank information 
security teams to ensure the highest protec- 
tion of their environment and data:

• Network Segmentation—separate 
project and Cloud VPC for each client

• Network firewalls and host intrusion 
detection systems

• Access control for all system users 
including 2-factor authentication and 
auditing

• Customer-owned keys used for data 
encryption throughout the solution

• Authentication (SAML2), authorization 
and data entitlements as standard

Automated provisioning: Rapid solution 
deployment utilizing repeatable automation 
of industry-standard, cloud-agnostic toolsets.

Lower cost of ownership: All support, main- 
tenance, change control, and incident re- 
sponses are managed by SoftServe in part- 
nership with our client’s staff, providing 
further assurances that data stewardship 
is maintained.
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ABOUT US
SoftServe is a digital authority that advises and provides at the 
cutting-edge of technology. We reveal, transform, accelerate, and 
optimize the way enterprises and software companies do business. 
With expertise across healthcare, retail, energy, financial services, and 
more, we implement end-to-end solutions to deliver the innovation, 
quality, and speed that our clients’ users expect.

SoftServe delivers open innovation, from generating compelling 
new ideas, to developing and implementing transformational 
products and services.

Our work and client experience is built on a foundation of 
empathetic, human-focused experience design that ensures 
continuity from concept to release.

We empower enterprises and software companies to (re)identify 
differentiation, accelerate solution development, and vigorously 
compete in today’s digital economy. No matter where you are in 
your journey.

Visit our website, blog, Facebook, Twitter, and LinkedIn pages.
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